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Preface

This book contains a selection of papers accepted for presentation and discussion at the
2024 World Conference on Information Systems and Technologies (WorldCIST 24).
This conference had the scientific support of the Lodz University of Technology, Infor-
mation and Technology Management Association ITMA), IEEE Systems, Man, and
Cybernetics Society (IEEE SMC), Iberian Association for Information Systems and
Technologies (AISTI), and Global Institute for IT Management (GIIM). It took place in
Lodz city, Poland, 26-28 March 2024.

The World Conference on Information Systems and Technologies (WorldCIST) is a
global forum for researchers and practitioners to present and discuss recent results and
innovations, current trends, professional experiences, and challenges of modern Informa-
tion Systems and Technologies research, technological development, and applications.
One of its main aims is to strengthen the drive toward a holistic symbiosis between
academy, society, and industry. WorldCIST’23 is built on the successes of: World-
CIST’13 held at Olhao, Algarve, Portugal; WorldCIST’ 14 held at Funchal, Madeira,
Portugal; WorldCIST’ 15 held at Sdo Miguel, Azores, Portugal; WorldCIST’ 16 held at
Recife, Pernambuco, Brazil; WorldCIST 17 held at Porto Santo, Madeira, Portugal;
WorldCIST’ 18 held at Naples, Italy; WorldCIST 19 held at La Toja, Spain; World-
CIST’20 held at Budva, Montenegro; WorldCIST 21 held at Terceira Island, Portugal;
WorldCIST 22 held at Budva, Montenegro; and WorldCIST 23, which took place at
Pisa, Italy.

The Program Committee of WorldCIST 24 was composed of a multidisciplinary
group of 328 experts and those who are intimately concerned with Information Systems
and Technologies. They have had the responsibility for evaluating, in a ‘blind review’
process, the papers received for each of the main themes proposed for the conference:
A) Information and Knowledge Management; B) Organizational Models and Informa-
tion Systems; C) Software and Systems Modeling; D) Software Systems, Architectures,
Applications and Tools; E) Multimedia Systems and Applications; F) Computer Net-
works, Mobility and Pervasive Systems; G) Intelligent and Decision Support Systems;
H) Big Data Analytics and Applications; I) Human-Computer Interaction; J) Ethics,
Computers & Security; K) Health Informatics; L) Information Technologies in Educa-
tion; M) Information Technologies in Radiocommunications; and N) Technologies for
Biomedical Applications.

The conference also included workshop sessions taking place in parallel with the con-
ference ones. Workshop sessions covered themes such as: ICT for Auditing & Account-
ing; Open Learning and Inclusive Education Through Information and Communication
Technology; Digital Marketing and Communication, Technologies, and Applications;
Advances in Deep Learning Methods and Evolutionary Computing for Health Care;
Data Mining and Machine Learning in Smart Cities: The role of the technologies in the
research of the migrations; Artificial Intelligence Models and Artifacts for Business Intel-
ligence Applications; Al in Education; Environmental data analytics; Forest-Inspired
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Computational Intelligence Methods and Applications; Railway Operations, Modeling
and Safety; Technology Management in the Electrical Generation Industry: Capacity
Building through Knowledge, Resources and Networks; Data Privacy and Protection
in Modern Technologies; Strategies and Challenges in Modern NLP: From Argumen-
tation to Ethical Deployment; and Enabling Software Engineering Practices Via Last
Development Trends.

WorldCIST’24 and its workshops received about 400 contributions from 47 countries
around the world. The papers accepted for oral presentation and discussion at the con-
ference are published by Springer (this book) in four volumes and will be submitted for
indexing by WoS, Scopus, EI-Compendex, DBLP, and/or Google Scholar, among others.
Extended versions of selected best papers will be published in special or regular issues
of leading and relevant journals, mainly JCR/SCI/SSCI and Scopus/EI-Compendex
indexed journals.

We acknowledge all of those that contributed to the staging of WorldCIST 24
(authors, committees, workshop organizers, and sponsors). We deeply appreciate their
involvement and support that was crucial for the success of WorldCIST’24.

March 2024 Alvaro Rocha
Hojjat Adeli

Gintautas Dzemyda

Fernando Moreira

Aneta Poniszewska-Maranda
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Phishing Webpage Longevity
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Abstract. Cybercriminals often spend considerable time preparing for
phishing attacks, which surprisingly tend to last only a few hours. This
short longevity is evident when older phishing links quickly become inac-
cessible, either taken down or flagged as malicious. While this benefits
potential victims by shortening the effective risk period, it also poses
a challenge for researchers aiming to track and analyze current phish-
ing trends to develop effective countermeasures. Understanding the typ-
ical lifespan of phishing webpages is crucial for creating phishing data
collection solutions. Our study involved monitoring phishing webpages
from PhishTank and OpenPhish for three months while capturing their
active/inactive status. Collected data had to undergo multiple steps
- removing duplicate, incorrect, or non-relevant entries. The analysis
focused on uncovering the phishing webpages’ longevity, while the sum-
mary offered key findings. The study reveals that phishing webpages
have a remarkably short active lifespan, with significant variations in the
ratio of active to inactive pages across different periods. The initial rapid
decrease by =12% in active phishing webpages is notable, dropping from
65% to 53% within the first five minutes and less than 40% remaining
active after 24 h.

Keywords: phishing - webpage lifespan - statistics

1 Introduction

As organizations and governments advance on their journey of digitalization, the
significance of online safety cannot be overstated. Over half (59%) of consumers
are concerned about falling victim to a cyberattack and more than half of those
who fall victim to a cyberattack report an impact on their personal finances [9].
Phishing, a prevalent form of online deception, harmfully impacts individuals
and communities, making the study of its mechanisms - specifically, the lifespan
of phishing pages - not just a technical pursuit. Phishing is, by number of victims,
the most common type of cybercrime [5].

This study aims to explore the empirical evidence to understand how long
phishing pages remain active post-deployment. Anti-Phishing Working Group
(apwg.org) has been monitoring and reporting phishing webpages “uptime”
from 2008 till 2014 in their half-yearly “Global Phishing Surveys”. Though they

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2024
A. Rocha et al. (Eds.): WorldCIST 2024, LNNS 990, pp. 215-226, 2024.
https://doi.org/10.1007/978-3-031-60328-0_21
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reported the mean “uptime” value, they also reported the median “uptime” value
as the distribution of the values is positively skewed. Skewness results from the
fact that though a significant portion of phishing webpages have “uptime” in
hours, some have it in weeks or even months, which shifts the mean “uptime”
towards these extreme values. Median “uptime” values in the reported period
(2008-2014) ranged from 5h and 45min to 19h and 30 min, with both trends
observed (decrease as well as increase). Mean “uptime” values were between
~23h and 73h [1,2]. The last reported metric, from the second half of 2014,
reported median “uptime” at ~10h (mean “uptime” was almost 30 h). Another
research from 2007 reported 20 h as a median “lifetime”, which was a figure very
close to the number reported by APWG for H1/2008, at 19h and 30 min. The
mean “uptime” of 62 h was higher than the one reported by APWG (49 h 30 min)
[8]. In regards to the webpage availability after a certain period, the figures vary,
and researchers stated 66% [11] or 80% [3] of inactive webpages after the ini-
tial 24 h. Another study [7] reports only 25% of webpages being active after
twelve days. The figures provided show the responsiveness and trends in phish-
ing defense but don’t fully capture the campaign’s duration. Phishing campaigns
often involve multiple domains or content migration between domains and IPs,
especially after exposure and flagging [4].

The paper is organized as follows: Sect.2 describes the approach taken to
collect the phishing webpage data. In Sect. 3, we describe in detail the process
of cleansing the collected data. 4'" section summarizes the analysis performed
and the gathered results before the last and concluding Sect.5 summarizes the
findings.

2 Data Collection Approach

The most important aspect of the feasible data source was the ability to gather
suspicious phishing URLs as soon as they were observed and reported by inter-
net users. The three most relevant sources identified were - PhishTank (phish-
tank.org), PhishStats (phishstats.info), and OpenPhish (openphish.com). All
three sites provide a near real-time feed of phishing data. Due to the tempo-
rary unavailability of PhishStats, only PhishTank and OpenPhish data were
collected and analyzed.

2.1 Solution for Collecting the Phishing Webpages Status

To collect and record the needed data, two separate tools were built Identify and
Verify. The complete sequence of events from the initial phishing page deploy-
ment till its status capture by the tools is depicted in the diagram (Fig.1).

1. Attacker deploys new phishing webpage (Ty)

2. A suspicious phishing webpage is observed by a user

3. User reports the suspicious webpage to OpenPhish or PhishStats (T)
4. Identify checks the phishing feed and records the new webpages (T4)
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5. Verify reads the new recorded suspicious URL in the database, navigates to
the URL and captures its status - active or inactive (T3)

6. Verify continues to read the suspicious webpage in a pre-determined time
window until the page is observed as inactive.

Identify | =) &= | Verify

Data-collection

Fig. 1. Data collection process diagram.

Identify - was responsible for reading the data feeds every 2min and record-
ing new suspicious phishing URLs. This threshold was decided to balance the
requirement to capture the status of phishing webpages as soon as possible with
the impact of frequent reading on the underlying infrastructure. New records
were saved into the database table, which utilized the uni-temporal structure of
the destination table to capture the details while also separating inactive pages
into the “HIST” table [6].

Verify - was periodically (every 10s) monitoring the status of the records in the
database and capturing the status if the record was new or the pre-defined time
since the last status check has passed and during the last check, the webpage was
still accessible (active). Verify stopped checking the status of those records that
were inactive during the last status check (in practical terms, when the document
size - HT'ML - read from the URL was zero, which meant it was removed or the
hosting provider blocked the URL/site).

While in [8], authors were collecting the status every 30 min, APWG in [2] states
that they were checking the status of the webpage several times per hour; we
defined the following time windows at which the status was captured:



218 I. Skula and M. Kvet

immediately as the URL was recorded
— every hour within the first 24 h

— every day within the first 14d

— 3'4 and 4*" week of first month

— 2nd _ gth 9th apnd 12" month

Important Moments Within the Data Collection Process - from the
(Fig. 1), four date and time points are observable, out of which three play an
essential role in the analysis. The first is the moment(Ty) when the attacker
deploys the phishing webpage and initiates the attack (via email, SMS, QR code,
etc.). This exact moment is only known to the attacker and, for everyone else,
remains unknown. It would be possible to capture this moment if we were able to
capture the email or SMS used in the attack. This technique was successfully used
in [10] and allows for a more precise measure of the attack duration. The next
moment is when the user reports the observed suspicious webpage to PhishTank
or OpenPhish (T;), named SUBMISSION_DTTM. Identify can capture this
moment only because PhishTank and OpenPhish share this information within
their data feed. The following moment that Identify records is when it reads
the data feed and identifies a new suspicious URL, which it records into the
database table(T3). This moment we named IDENTIFY_DTTM and serves as
a primary reference moment for Verify when calculating the next time window
for every individual phishing webpage. The last recorded moment (T3) is when
Verify reads and captures the status of the webpage after each pre-defined period
passed. This moment was named VERIFY_DTTM and is recorded separately for
each pre-defined time window.

3 Data Preparation

Data were collected during September, October, and November 2023 from two
data sources - OpenPhish and PhishTank and only records with valid URLs were
considered.

3.1 Confirmed Phishing URLs

As the users are reporting suspicious webpages, some are confirmed as phishing,
and others are genuine webpages (also called False-Positives). PhishTank’s final
confirmation on the status of the reported phishing page requires manual review
by more than one reviewer. So, many reported URLs are never closed as genuine
or phishing. These undecided records, as well as those that were flagged as
genuine webpages, had to be removed from the prepared dataset. OpenPhish
also reports false positives, which were removed from the dataset but were rare.
After this step the dataset shrank by nearly 23% from =219k records - ~94K
from OpenPhish and ~125K from PhishTank - to ~169k records out of which
~93K originated from OpenPhish and ~76K from PhishTank (Fig.2).
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3.2 Time-Delay Impact

As a result of the use of micro-batch execution in both components - Identify
and Verify - varying delays in collecting the status of each recorder phishing
webpage could have happened.

Delayed IDENTIFY _DTTM (T2) occurred when OpenPhish or Phisht Tank
placed the suspicious URL into the feed with delay on their side or when Identify
failed to ingest the feeds as per schedule. This causes a widening gap between
when the URL was reported to OpenPhish or PhishTank and when Verify could
start recording the webpage status. After a quick data analysis, a maximum
threshold time gap of 10min was defined. More than 85% of the records fell
within this threshold. Any record saved into our database later than 10min
after being recorded by OpenPhish or PhishTank (SUBMISSION_DTTM) was
removed from the analysis. This condition ensures the analysis results are cou-
pled with the earliest captured date and time(SUBMISSION_DTTM) and IDEN-
TITY_TM is captured within a maximum of 10 min since SUBMISSION_DTTM.

Delayed initial VERIFY _DTTM (T3) occurred when Verify failed to cap-
ture the status shortly after the given time period for the webpage passed. Verify
calculates the time passed since the IDENTIFY_DTTM only for those records
seen as active in the previous check. If (for any reason) the status check doesn’t
happen, Verify will wait until it does. If, for example, Verify fails to record the
webpage’s status after two hours, it will not be able to update the status after
three hours either, until the two-hour status is recorded - even if it happens
many hours later. Verify can quickly recover and “catch up” with the current
time window if the webpage is still active. However, if the webpage became inac-
tive in between, such a record will not accurately capture when the page became
inactive. To ensure consistency of the status capture, a threshold of maximum
delay was defined. The maximum delay was breached if the Verify was supposed
to capture the next time window, yet it is still missing the previous one. If, in
this situation, inactive status is captured, it’s impossible to decide whether the
webpage became inactive in the current time window or the previous one. This
ambiguity is relevant only if the most recent capture is inactive. Such records
were, therefore, removed from analysis.

After applying the thresholds, the resulting dataset reduced by almost 27%
to ~124K records, out of which ~77K were from OpenPhish and ~47K from
PhishTank (Fig. 2).

3.3 Duplicate Records Removal

Phishing attacks are often encountered by multiple users (Fig. 1), some of whom
might report the attack to platforms like PhishTank or OpenPhish. As a result,
the same domains are often reported repeatedly, leading to duplicate entries. To
address this, we removed domains with identical elements up to the 5'-level
subdomain (chosen based on a prior analysis of domain granularity levels in
our phishing data [12]), reported within 24 h from their first occurrence. This
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step resulted in a significantly reduced dataset. The resulting dataset shrank by
33% to ~83K records - ~56K from OpenPhish and only ~27K from PhishTank
(Fig. 2).

Confirmed phishing only Records captured within thresholds De-duplication

130K - 130K + 130K
120K 120K 120K
110K 110K 110K
100K 100K H 100K
90K B 90K | 90K |
80K | 80K | — 80K
70K + ] 70K H 70K +
60K 60K | 60K |
50K 50K 50K
40K 40K - 40K -
30K 30K 30K
20K + 20K+ 20K
10K 10K 10K
M openphish.com M phishtank.org @ openphish.com M phishtank.org M openphish.com M phishtank.org

Fig. 2. Impact of data cleansing steps - confirmed phishing only (left), removal of
records with delayed status capture (middle), and URL de-duplication (right). Before
(bright) and after (dark).

3.4 Adjustment of Status for Small Pages

After a review of page sizes of captured records, we identified and decided to
introduce a condition where all pages smaller than 200 bytes would be considered
inactive. The size was based on an evaluation of a sample of pages of various
sizes below 1000 bytes. The smallest phishing pages that used redirects were all
slightly above 200 bytes. We found no webpage below 200 bytes, which was a
valid phishing site. Most were pre-configured web server replies that the URL
was unavailable or was taken down based on suspicion of being malicious. This
rule improves the accuracy but doesn’t fully correct the situation. There might
still be webpages alerting users about the unavailability of the webpage on the
domain, which might have more than 200 bytes.

The impact of this change was significant. Without adjustment, 31.2% of
suspicious URLs collected by the Identify application were flagged as inactive
during the initial status check. After the adjustment, this number grew to 40.2%
(Fig. 3, last column ‘ALL’).

4 Phishing Webpages Longevity Analysis

Collected data were from a three-month period (Sep-Nov 2023), and so the
volume of data decreases for weeks and months time-windows. The analysis was
done in two parts to achieve the most accurate results based on the maximum
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number of applicable(mature) records. The first used all data with the age of at
least two weeks. This way, the statistics used ~82K records. The second analysis
focused on the older data, with the age of at least two months. This analysis
generated results while using approximately half of the records. Early results
have shown that ~40% (Fig. 4, row T) of suspicious webpages are inactive almost
immediately after being captured from the data feed. To better understand this
behavior, we conducted a separate analysis focusing on the first 10 min since the
webpage is reported to OpenPhish or PhishTank (T;=SUBMISSION_DTTM).

4.1 Longevity During the First Ten Minutes

The analysis compares the active vs. inactive webpages ratio within each of the
first 10 min since SUBMISSION_DTTM. All records from the dataset had to be
processed by the Identify application within 10 min of the SUBMISSION_DTTM
as stated in data preparation section. This analysis grouped the records into
buckets - “0.min” up to “9.min”. Group “0.min” contains recorded suspicious
URLs for which the initial status check happened within the 1% minute since
the SUBMISSION_DTTM; group “l.min” contains URLs for which the status
check happened between 15t and 2"¢ minute; and so on. Visualization of these
groups (Fig. 3) and the ratio of active vs. inactive webpages in each group shows
a visible trend where the ratio of inactive webpages grows slowly, minute by
minute. In the first minute, 35.1% webpages are inactive; in the second, it’s
38.3%; in the third, it’s 39.4% and this trend continues up the fifth minute,
topping at 44.2%. After that, the trends seem to stall, with some values higher
and some lower. The important fact to consider here is the volume of records
within each group. A green dotted line with correlating values on the right Y-axis
represents this metric. The majority of the records are placed within the first five
groups. Volume within the groups after “5.min” sharply decreases, which could
explain why the trend doesn’t copy the trend observed in the first five minutes.

4.2 Longevity Within First Two Weeks

A graphical representation of this analysis (Fig. 4) shows the gradual decrease of
active webpages throughout the defined time windows. Only records older than
two weeks were included in this analysis.

4.3 Longevity Within Months

This analysis could only consider records older than two months, as any “newer
records” would still be yet to check their T+2m status. Collected data allowed
us to analyze only three additional periods - T-+3weeks, T+4 weeks, and
T+2 months. And since the set of data for this analysis would be only a subset
of the data from previous analysis, we decided to build upon the figures from the
above (first two weeks) analysis by applying a condition where only records with
active status at the T+2weeks(~15K; 18.4% from 82K records) time-window
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M inactive @ active
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Fig. 3. Ratio of active vs. inactive phishing pages in each of initial 10 min and the
overall ratio for all records

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

B active M inactive

Fig. 4. Phishing webpage status - active vs. inactive ratio per time-window

check were considered and only those that were older than two months. After
this filtering, the dataset had only ~10K observations.

The final figures were as follows:

— T+3weeks - 8.8% records became inactive from all active in T+2w
— T+44 weeks - 9.3% (additional 0.5%) inactive from all active in T+2w
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— T+2months - 15.5% (additional 6.2%) inactive from all active in T+2w

4.4 Volatility of Ratio Between Active and Inactive Webpages

As part of the review and validation process, we noticed that the ratio of active
webpages varies a lot between different days. We, therefore, visualized the daily
ratio of active webpages through selected periods (T, T+24h, and T+3d) to
compare the change (Fig.5). The bars on the graph are not stacked; each starts
from 0% and reaches the height of the achieved ratio of active pages on a given
day for a given time window. The blue dot within each day’s column represents
the volume of records on a given day to provide additional context. Volumes
are linked to the values depicted on the right Y-axis of the graph. Daily mean
number of records was ~920, and all ~83K records were considered.

The analysis confirmed the initial observation that the active webpages ratio
at T (light-yellow color) varied from ~44% (28" Of October) to ~97% (34 Of
September - though the figure is based on less than 200 records) while mean value
is ~60% (Fig.4). Figures at T+24 h (light-orange color) time window vary from
~15% active webpages (26" Of October) to ~71% (14" Of September) while
mean value is ~41%. Figures at T+3d (dark-orange color) time window vary
from ~9% active webpages (7"" Of November) to ~68% (14 Of September)
while mean value is ~32%.

September October November
100% —
90% —
80% |

70% — |
60% | |L{
50% || i I
40%
30%
20%
10% | | g
0% 1
2 46

2 8 10 12 14 16 18 20 22 24 26 28 301
35 7 9 11131517192123252729 2

% of active webpages
daily volume

OT OT+24 hours @ T+3 days @ Daily volume

Fig. 5. Daily ratio of active webpages at T, T4+24h and T+3d

4.5 Ratio of Active Webpages by the Source Data Feed

The analysis focused on comparing active webpages ratios between data col-
lected from OpenPhish and PhishTank. Statistics were calculated for weekly as
well as monthly periods. Both data feeds showed the same trends across the
given period. The ratio for both PhishTank and OpenPhish gradually decreased
from September to October and then gradually increased between October and
November. Both data sources’ figures copied this trend, and no opposing trends
or notable differences were observed. Weekly active figures within the whole
period ranged from ~26% to ~64%.
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4.6 Median and Mean Lifespan of Active Webpage

Some articles that touched upon this topic calculated the mean and median
lifespan of the phishing webpages, though they didn’t provide a granular enough
methodology to follow, which would allow for a direct comparison of figures.
The data collection and cleansing process significantly impact the final (mean)
figures, which is also why we described these steps in detail. All records - active
and inactive were considered. The mean value was ~224 h, which is approx. nine
days and eight hours, but this number might increase as many records are older
than two months and are still active. This figure is significantly higher than those
reported by APWG in [1,2] and even higher than the high values mentioned in
[8]. The median value, a more relevant metric, was only 10h, the same as the
last reported number by APWG [2] and lower than the figures reported in [8].

Comparing our figures with the stated webpages availability, we observed
~60% of inactive pages after 24 h, similar to 66% [11]. After twelve days, we
captured ~20% webpages active, which is close to 25% [7].

5 Summary

Using the data from PhishTank and OpenPhish, the paper demonstrates that
phishing webpages often have a very short active lifespan. To capture the details
of phishing webpages, every minute matters, and availability drops rapidly (from
65% to 56% within the first five minutes). Approximately only 41% of reported
phishing pages are active after 24 h, and only ~36% after 48 h. However, the
most significant finding is that 40% of the reported webpages are inactive when
being collected from the data feed of PhishTank and OpenPhish. Focusing on
the very first minute when the suspicious webpage is reported, already 35% of
these URLs are inactive. Behind this relatively high number, there will be some
that could be attributed to human error while reporting the suspicious webpage,
some that could be a result of advanced techniques deployed on the phishing
webpages to prevent scrapping or access from tools like curl. Some, which were
removed as a result of tagging by anti-phishing solutions, but the question is
how many were taken down by attacker as they achieved their objective?

Though the analysis is performed without the actual knowledge of the phish-
ing webpage deployment date, it provides practical longevity figures for other
researchers who plan to use data from OpenPhish or PhishTank. Based on this
research, they can adapt their data collection strategy.

Not only having the actual real-world figures but also understanding the
reasons behind them is crucial for optimizing the strategies for timely phishing
prevention and detection. The transient nature of these sites poses challenges for
real-time data collection and analysis. While the study provides a robust baseline
for understanding phishing webpage longevity, it also emphasizes the need for
continuous and rapid-response methodologies in cybersecurity research. Future
studies could focus on extended periods beyond the two-month time window or
assess the potential seasonal aspect of webpage longevity.
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